This article is motivated by the growing interest in the problem of Internet trademark usage and the comparatively low interest in the non-Internet equivalent. . Despite the fact that differences in the regulation of on-line and off-line trademark utilization have been recognized over a long period of time, there is still no harmonization among the numerous Russian laws in the field of 'other means of individualization'. . Although recent research studies have been numerous, lawmakers still haven't decided on how the Internet has influenced the exclusive rights granted within Chapter 76 of the Civil Code of the Russian Federation. The issue at hand is affected by the significant growth of the Internet and electronic commerce. Moreover, the problem discussed in this paper arises from the fundamental question of limits on the exercise of subjective civil rights. The aim of this paper is to analyze different means of individualization under Russian legislation; to show key aspects of usage and protection of the means of individualization online; to reveal the doctrinal theories stipulating the emergence of new distinctive objects; to describe the current and potential pitfalls of the legislative framework; and to demonstrate modern legal trends in this field. In addition, this paper suggests different steps for and models of further regulatory development. JEL Classification: O34
INTRODUCTION
The advent of new technology and transition to more innovative methods of development in the economy has determined the extensive changes in the national legal regulation of relations which have arisen in the sphere of creation, legal protection and usage of results of intellectual activity and means of individualization 2 . Thus, the development of information technology, primarily the Internet, has revealed a number of internationally recognised problems and changes that are necessary within traditional intellectual property law institutions 3 .
Information technology has a significant impact on almost all areas of human activity, including economic, political and legal . According to statistical data 4 , the global income from electronic and mobile commerce now exceeds $1.5 billion per year. Such rapid development of online business requires an updating of the international legal regulation of the industry. For example, UNCITRAL model law "On Electronic Commerce" 5 has been in effect for almost twenty years. Moreover, in 2000 the EU Directive "On Electronic Commerce" 6 was adopted.
Despite the attempts made by both academic and parliamentary communities, a special law on electronic commerce has not still been adopted in the Russian Federation 7 .
Means of individualization (as used under Russian legislation) play an important role in the process of carrying out business activity online as they distinguish between certain traits of the goods and services offered to the consumer, legal entities and individual entrepreneurs The purpose of this paper, therefore, is to investigate the mechanisms involved in the protection of means of individualization on-line and compare these with off-line usage. This paper focuses on some fundamental and practical differences existing between the regulations of certain kinds of these means. As a result of this investigation, some findings on recent Russian law enforcement practice and potential paths for future development will be suggested.
The paper is divided into four parts. The first part describes existing issues with trademark protection of . The next sections demonstrate modern approaches to protection of other means of individualization on the Internet. Finally, the conclusion will present the summary, the main findings of the work and some proposals for future development.
PROTECTION OF TRADEMARKS ON THE INTERNET
In contrast to works protected by copyright or patent law, trademarks are not merely the results of intellectual activity. Article 1477 of the Civil Code of Russian Federation differentiates between the terms "trademark" and "service mark". Russian law defines a trademark as a sign used for the individualization of goods. A service mark is used for the individualization of works or the services provided by legal entities or individual entrepreneurs.
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Such interpretation of terms has prompted various discussions and studies among In addition to problems of illegal usage of trademarks and service marks, some unsolved issues of "quasi" illegal usage are now coming to the fore.
Firstly, there is the use of a trademark in a domain name of a website created and used for educational or other non-commercial purposes. Different fan sites or pages with critical reviews about the product and the rights-holder also fall into this category. Although administrators of such domain names don't carry out business activity or produce counterfeit products, the legal status of these non-commercial web sites is still not clear. While the general position of Russian courts seems to be to analyse the intentions of the parties and their faith 35 , there are some decisions granting the right of priority to the rights-holder against the fan clubs 36 .
Secondly, usage of means of individualization on the Internet in contextual (search) advertising via a search engine constitutes another problematic "quasi" illegal issue 37 . The information placed in the search engines is classified as advertising in accordance with current legislation 38 . Since trademarks are often used as a search keyword, there is the problem of the qualification of such actions as the illegal use of the protected means of individualization 39 .
In this respect it is worth mentioning a particular decision of the Court regarding intellectual property rights 40 , in which the Court held that the use of trademarks as context search keywords does not violate the exclusive rights of the rights-holder. The integrated practice of the Russian Court also shows that keywords, being a technical attribute, are used solely for information searches and do not constitute individualization of goods and services that can violate exclusive rights 41 .
PROTECTION OF APPELLATION OF ORIGIN OF GOODS ON THE INTERNET
As discussed earlier, legal protection of the means of individualization serves the purposes of market competition. Consequently, demand for goods is based primarily on the reputational characteristics of the goods' producers 42 . A brand includes numerous components and is aimed at achieving public recognition and familiarity . This is protection of the appellation of origin of goods (out of all the means of individualization) to present and reflect the 11 quality of the product. In this function this means of individualization is concurrent with a trademark which is also served to connect a product and a certain level of quality.
The appellation of origin of goods is a designation referring to a modern or historical, official or unofficial, full or abbreviated name of a country, city or rural settlement, locality or other geographic object. It is protection for goods understood to have special characteristics that are exclusively or mainly determined by a distinctive geographical object, natural conditions or human factors. It seems logical that the distinct nature of the appellation of origin of goods is geared towards relatively primary business activities, a specific brand or an entity. This is due to the fact that the appellation of origin of goods describes a commonly known quality of goods through characteristic(s) of location, not a brand. Moreover, an interesting feature of this means of individualization is the fact that the appellation of origin of goods is not required to be valid.
The quality is predefined with the name of a geographical location. Thus, the consumer cannot be misled, as the very fact of registration of such a geographical indicator implies a correspondence of the goods with the claimed characteristic quality 43 .
The appellation of origin is protected under Russian law. Protection of the right to use such a name occurs on the basis of registration by one or more legal or natural persons. Any business entity that performs its activities on the same territory and produces goods exhibiting the required characteristics is entitled to register an appellation of origin. Thus, the entity having registered appellation of origin has a limited legal monopoly on the exclusive right to produce and sell products marked with this designation.
Such availability of the registration may cause problems of shared use by several rightsholders and legal competition among these business entities. As none of the rights-holders has priority in the enjoyment of the rights, each of them are limited in their individual rights.
Moreover, the limited protection of means of individualization is expressed in the fact that an exclusive right cannot be assigned or transferred 44 .
The appellation of origin is competing with trademarks as a form of identification. In this regard, there can be situations when the interests of trademark rights-holders clash with the interests of those to use the appellation of origin of goods. Thus, in the landmark case of Sarov mineral water, the Court held that a trademark has priority against appellation of origin due to 
PROTECTION OF COMPANY NAMES ON THE INTERNET
A company name is a means of individualization that is, as distinguished from trademarks and appellations of origin of goods, obligatory for any legal entity carrying out business activity. Although a company name is not always displayed on a product and is far less recognized by consumers, a company name constitutes the core of a brand.
In accordance with article 1473 of the Сivil Code, a commercial organization shall use its company name in all its business activities and legal relations. A signature feature of this means of individualization is that a legal entity has only one name. Therefore, from the point of view of creating an effective brand, a company name is the most essential object, even if its not the most valuable one. This is why the courts require veracity of the name in cases on the protection of the company name 46 . Current legislation applies certain requirements to company names in order to be registered and protected.
Use of company names is granted by law for both on-line and off-line types of business.
Thus, it can be any action, including an indication on signs, letterheads, invoices and other In this respect it is necessary for the study to review some court decisions: 
PROTECTION OF COMMERCIAL NAMES ON THE INTERNET
Commercial name is the means of identification least discussed among researchers . This is why legal doctrine has yet to develop a clear approach to its understanding 50 . As a rule, rightsholders use commercial names for the individualization of one or more specific companies. The commercial name is not included in the corporate documents of the legal entity, but one company can use only one company name. It should also be mentioned that the commercial name can be used as a whole or as a separate element in the trademark owned by the right holder. In addition, this means of individualization may be transferred to other parties under a franchising contract. The definition of a commercial name is widely used in foreign countries 51 .
In Russia commercial names are used for the individualization of Russian enterprises.
The exclusive rights include the right to use the name on signboards, forms, in accounts, advertisements, products, packaging, as well as on the Internet. As legal doctrine states, a commercial name refers to the symbol used by a business entity for the purposes of A commercial name may be included in a trademark, service mark or company name, however, in each such case the commercial name is protected separately from other means of individualization. However, the incorporation of a company name should not mislead consumers or be confusingly similar to a company name, trademark or commercial name, belonging to another rights-holder 54 All of the requirements on the use of a commercial name seem to be logical and simple when such use occurs in the traditional off-line form of business. However, since legislation states the legality of the use of this means of individualization on the Internet, a number of other issues remain unresolved.
How to determine the territoriality of commercial names? There are several possible solutions to this problem. For example, the place of residence of the domain name administrator may serve as an indicator of territorial coverage for the web site containing a commercial name.
However, the problem of identification of registrants has still not been resolved to its full extent. In addition, entrepreneurial activity may be carried out in a place other than the administrator's place of residence. As it is difficult to determine the recognition of a name of a company in a particular territory, a need for a fundamentally new criterion for granting company name protection on the Internet becomes rather obvious 55 .
In this respect, the Decision of The Court for intellectual property rights dated 26 January 2015 should be mentioned 56 . In this case the Court held that an unregistered commercial name has started implementing abstract rights-holders' rights on the usage of names on the Internet . However it is possible to assume that in the future the interaction between technology and business will get even stronger.
To sum up, we can identify several trends that are likely to appear in Russian law. First, the doctrinal idea of the implementation of new means of individualization into current legislation has generated a fierce discussion that requires the adoption of new laws to be concluded. So, domain names have been discussed as an identifier of goods and producers in the past few decades, and their practical value is comparable to a legal means of identification.
Second, as all means of individualization are to be used in the same cyberspace, the differences between them tend to diminish a as they come in accordance with the wider concept of a brand.
For example, it seems reasonable that a particular sign or word, when used on-line via a domain, can constitute both a trademark and a commercial name. Thus, such practice may be recognized as branding and experience the protection of a uniform legal phenomenon. 
